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DIRECTED NON-CYCLIC GRAPH WALKING SYSTEM AND METHOD 
BACKGROUND OF THE INVENTION 

1. Technical Field 

The present invention relates generally to analyzing and processing hierarchical data 

s — " ~~ ~ 

structures represented as directedLgraphs, and more particularly relates to a system and method 

for providing an optimized parallel analysis of hierarchical data. This includes directed graph 

representations of tree's and other non-cyclic graphs. 

2. Related Art 

The collection, processing, and analysis of electronic information have become critical 
tools in today's business methodologies. For instance, businesses recognize the importance of 
leveraging electronic information in order to more efficiently deliver goods and services to 
consumers. Analysis of such information might provide important business intelligence, reveal 
consumer interests, and determine marketplace trends. 

However, as the amount of electronic information that is generated continues to grow, the 
ability to effectively and efficiently analyze the information becomes more challenging. 
Specifically, there is a significant time and cost factor involved in analyzing and processing large 
databases of information (i.e., data mining). For many large institutions, it may take on the order 
-of hours to analyze or "walk-through - a database of electronic information. The problem is 
further exacerbated when different processing or analysis tools must be run on the same set of 
data. In this case, the time and cost factor is multiplied by the number of required tools. 
CHA920010016US1 

1 



One method for handling large databases is to store, or arrange the information in a 
hierarchy. Directed non-cyclic graphs comprise nodes arranged in a generally hierarchical 
fashion, with the more general information stored at the top, and more specific information 
branched off below, terminating in leaf nodes. Leaf nodes do not have children (directed lines 

5 from the leaf node to another node). In some cases, information stored at the lower levels of the 
hierarchy may be referenced by multiple nodes higher in the graph, representing multiple 
references to common, or shared, information. Since the graph is non-cyclic, there is never a 

^ path from any given node that arrives back at that same node. 

q U.S. Patent 6,055,539, entitled METHOD TO REDUCE I/O FOR HIERARCHICAL 

W 

W DATA PARTITIONING METHODS, issued on April 25, 2000, which is hereby incorporated by 
f y reference, describes a method for classifying hierarchical data to allow for more efficient 
™ processing of a data set. 

% While data hierarchies and related methods for storing data have improved the process of 

h analyzing large databases, the prior art has failed to adequately solve the problem of efficiently 
15 performing multiple processes or applying multiple tools to a set of hierarchical data. For 

example, a straightforward recursive descent walk of a hierarchical data tree (a tree is a simple 
directed non-cyclic graph) of N nodes by M analysis routines would require N * M visits to the 
individual nodes. As is evident, a more efficient mechanism for handling this situation is 
required. 

20 "Design Patterns - Elements of Reusable Object-Oriented Software," by Gamma, Helm, 

Johnson, and Vlissides (ISBN 0-201-63361-2), pages -293-303; copyright 1995, which is hereby 

incorporated by reference, describes an 'Observer', or Tublish-Subscribe' design pattern. While 
not directly applicable to a static directed graph, the mechanism describes an 'event drive' model 
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for processing data that has been used to allow multiple analysis routines access to the 
hierarchical data. Such algorithms are frequently used in the processing of XML, for example 
the Simple API for XML (SAX) uses this event driven model. However, this disclosure fails to 
provide efficient optimization techniques for handling such data. 
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SUMMARY OF THE INVENTION 

The present invention solves the above-mentioned problems, as well as others, by 
providing a system and method that allow multiple analysis tools to process a directed non-cyclic 
graph in parallel, and efficiently "prune" or eliminate the processing of unnecessary data. In a 
first aspect, the invention provides a graph walking system, comprising: a binding system for 
© binding a graph observer with a data graph (e.g., a directed non-cyclic graph), for binding node 
2 patterns to node observers to generate at least one node pattern/node observer pair, and for 

binding the data graph observer to at least one node pattern/node observer pairing, and wherein 
each node pattern includes a computed set of target sub-node patterns; a node relationship graph 
(NRG), wherein each node in the NRG corresponds to at least one node in the data graph, and 
15 wherein each node in the NRG includes a computed set of valid sub-node patterns; graph 
walking logic for systematically walking through nodes in the data graph and corresponding 
nodes in the NRG; and a pattern testing system that determines if the set of target sub-node 
_. _ patterns for a node pattern-matches the set of valid sub-node patterns for a corresponding NRG 
node when a node is encountered in the data graph. 
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In a second aspect, the invention provides a system for optimizing a graph walking 
process of an inputted data graph based on inputted node patterns and a node relationship graph 
(NRG) that corresponds to the inputted data graph, the system comprising: a system for 
generating a set of valid sub-node patterns for each node in the NRG (which may be pre- 
computed); a system for generating a set of target sub-node patterns for each inputted node 
pattern; a graph processor for systematically walking through nodes within the data graph and 
corresponding nodes in the NRG; a pattern testing system that determines if the target sub-node 
patterns for a node pattern matches the valid sub-node patterns for a corresponding node in the 
NRG when a node is encountered in the data graph. 

In a third aspect, the invention provides a method for analyzing a graph of hierarchical 
data, comprising the steps of: binding a plurality of graph observers to the graph, wherein each 
graph observer is further bound to a set of inputted node patterns and a set of inputted node 
observers; computing a set of target sub-node patterns for each inputted node pattern; providing 
node relationship graph (NRG) for the graph, wherein each node in the NRG corresponds to a 
node in the graph; computing a set of valid sub-node patterns for each node in the NRG; 
systematically walking through nodes within the graph; testing to determine if the target sub- 
node patterns for a node pattern matches the valid sub-node patterns for a corresponding NRG 
node when a node is encountered in the graph; and deactivating an identified graph observer for 
sub-nodes of an encountered node if none of the target sub-node patterns associated with node 
patterns bound to the identified graph observer match valid sub-node patterns. 

In a fourth-aspect, the invention provides a program product stored on- a recordable 

medium, which when executed, optimizes a graph walking process of an inputted data graph 
based on inputted node patterns and a node relationship graph (NRG) that corresponds to the 
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inputted data graph, the program product comprising: means for generating a set of valid sub- 
node patterns for each node in the NRG; means for generating a set of target sub-node patterns 
for each inputted node pattern; means for systematically walking through nodes within the data 
graph and corresponding nodes in the NRG; means for determining if the target sub-node 
5 patterns for a node pattern match the valid sub-node patterns for a corresponding node in the 
NRG when a node is encountered in the data graph. 



BRIEF DESCRIPTION OF THE DRAWINGS 

ijj 

3 The preferred exemplary embodiment of the present invention will hereinafter be 

-%\ 

ril described in conjunction with the appended drawings, where like designations denote like 

111 

40 elements, and: 

y Figure 1 depicts a block diagram of an exemplary graph observer architecture in 

fy 
m 

;^ accordance with the present invention. 

Figure 2 depicts an exemplary directed non-cyclic graph, in this case a tree. 

Figure 3 depicts a block diagram of a graph walking system in accordance with a 
1 5 preferred embodiment of the present invention. 

Figure 4 depicts a flow diagram of a graph walking method in accordance with the 
present invention. 

Figure 5 depicts an exemplary representation of a message definition schema. 
Figure 6 depicts an exemplary node relationship graph (NRG) that describes the message 
20 definition schema of Figure 5 . 

Figure 7 depicts an exemplary data directed non-cyclic graph that describes a balance 
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transfer request message, following the schema and NRG of Figures 5 and 6. 



Figure 8 depicts the NGO after calculating the set of valid sub-node pattern. 



DETAILED DESCRIPTION OF THE INVENTION 



1 . Graph Walking Architecture 

Referring now to the figures, Figure 1 depicts an exemplary graph walking architecture 
10 in accordance with the present invention that allows multiple analysis tools to efficiently 
operate on hierarchical data 12 in a parallel manner. As shown, hierarchical data 12 comprises a 
first graph 14 and a second graph 16. Each graph is composed of a hierarchy of nodes, and each 
graph may be a subgraph of some larger graph. Bound to the first graph 14 are two graph 
observers Tl and T2. Bound to the second graph 16 is a third graph observer T3. Each graph 
observer embodies a method of analyzing/processing the information in the graph to which it is 
bound (i.e., it provides an analysis tool). A graph walker, or graph walking logic, which 
systematically guides the processing of nodes within the graph, handles the process of actually 
walking through a graph. As each graph is walked, the logic compares graph nodes against node 
patterns, which will in turn cause one or more node observers to analyze or process a particular 
matching node. 

Exemplary node patterns might include named or unnamed node attributes, node types, or 
node patterns. A simple node pattern identifies distinguishing node attributes (i.e. names and/or 
- types) of-a single node by specifying attribute-patternsfor each attribute of "anode." An attribute-" 
pattern name might be "exact match", "phonetic match" (e.g., a soundex algorithm), or a regular 
expression (i.e., wild-card) match. For example, a simple node pattern could specify match 
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"fred" for the name attribute, and match-any for all other attributes of a node. 

A generational node pattern extends the simple node pattern to include relationships 
between nodes. The generational node pattern is a sequence of simple node patterns: 
characterized by a focus node pattern that is aligned with the node being matched against the 
5 pattern. For example, a generational node pattern could be a root node specifying match "jim" 
for the name, a child node specifying match "married" for marriage-status, a grandchild node 
specifying match "lisa" for the name, and match any for all other attributes of all three node 
I** types. If the focus node pattern is set to the grandchild, then the pattern would match a node 

S named "lisa," whose parent was "married," and whose grandparent was named "jim." 

W 

As can be seen, each graph observer Tl, T2 and T3 is bound to one or more sets or 
"pairings" (shown within dotted lines) of node patterns (NP) and node observers (NO). Within 
each pairing, one or more node patterns are bound to one or more node observers. Thus, for 
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flJ example, graph observer Tl is shown bound to: a first pairing 23 comprised of node pattern 24 

2 

and node observer 28; a second pairing 27 comprised of node pattern 25 and node observer 30; 



15 and a third pairing 29 comprised of node pattern 26 and node observer 32. Graph observer T2 is 
similarly bound to a pairing comprised of node pattern 24 and node observers 36 and 38. Note 
that two instances of the same node pattern may exist. For example, graph observers Tl and T2 
both have pairings that use node pattern 24. 

Graph observer T3, which is bound to the second graph 16, is bound to three pairings 41, 

20 43, and 45. Pairing 41 comprises node pattern 40 and node observer 46. Pairing 43 comprises 
node pattern 42 'and node observer 46. Pairing "45 comprises nodepattern 44 and node observer 
48. Note that a single instance of node observer 46 is shared by different pairings 41 and 43. 
Accordingly, unique groupings of graph, graph observer, node pattern(s) and node observer(s) 
CHA920010016US1 



are created, which may be referred to herein as graph/graph observer sets. It should be 
understood that the number and arrangement of graphs, graph observers, node patterns, and node 
observers shown in Figure 1 are for exemplary purposes only. 

Because of the binding between graph observers and node observers, graph observers Tl 

5 and T2 are able to efficiently process graph 14 in a parallel manner. As will be described in 
further detail below, the graph walking process is made more efficient based on information 
discerned by the node observers. In particular, the node observers can cause their respective 

u graph observers to become inactive while sub-nodes are being walked (a first pruning system), 

Q and in certain cases cause the walking of sub-nodes to be skipped entirely (a second pruning 

W 

II system). These two pruning mechanisms greatly enhance the efficiency of the graph walking 

N 

! jf system of the present invention, particularly in the case where multiple graph observers (i.e., 

In 

^ analysis tools) operate on a single graph. 

□ 

ry Although the exemplary embodiments described herein are directed at optimizing the 

S 

U walking of hierarchical data graphs, it should be appreciated that the techniques, systems and 

15 methods described herein could be readily applied to any type of "directed graph." Directed 
graphs describe directed relationships (e.g., edges and lines) between entities (e.g., nodes). 



2. Graph Walking Optimization Overview 

Referring now to Figure 2, exemplary graph 14 is shown in greater detail. Specifically, 
graph 14 is shown comprised of twelve nodes Nl, N2, N3, ... N12 arranged in a hierarchical 
20 manner. Assuming a strai^ the graph 14, node Nl would be - 

processed first, followed by node N2, etc., until node N12. To illustrate how the invention might 
operate, each node is shown with parentheses listing the graph observers that are active when the 
CHA920010016US1 
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node is encountered by the graph walking logic. As noted above, graph observers can be made 
inactive for the processing of the sub-nodes of the encountered node when a node observer 
determines that there is no interest in the sub-nodes. In this example, both graph observers Tl 
and T2 are active for processing of nodes Nl, N2, N3, N6 and N7. However, when node N3 was 
5 encountered, a determination was made to deactivate graph observer T2 for the processing of 
sub-nodes N4 and N5 (using a first pruning system described below). Thus, only graph observer 
Tl remains active while nodes N4 and N5 are walked. 

Furthermore, during the processing of node N7, it was determined to deactivate graph 
y observers Tl and T2 for sub-nodes N8 - N12. In this situation, because all graph observer were 
f| made inactive for sub-nodes N8 - N12, a second pruning system will cause the graph walking 

rj logic to entirely skip the walking of nodes N8 - N12. It should be appreciated that graph 14, as 

§ n 

- well as the graph observers that are shown processing the nodes, are shown for exemplary 
y purposes only, and obviously a much more complex graph could be walked using this 
m methodology. 

15 3. Graph Walking Optimization Algorithm 
A. Overview 

The present invention utilizes a node pattern matching process to determine when sub- 
node processing should be skipped. In general, during the graph walking process, nodes are 
processed in a hierarchical fashion such that parent nodes are always processed prior to any child 
-20 node- For example: a top-down, left-right recursive descent graph walk processing each ndde as 
it is encountered. During the processing of each node, node patterns (bound to graph and node 
observers)are compared to the node being processed. If the node pattern does not match the 
CHA920010016US1 
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node, then the graph observer can be deactivated for all sub-nodes of the processed node (first 
pruning system). If all graph observers are deactivated, then the graph walking logic can entirely 
skip the walking of the sub-nodes (second pruning system). 

B. Detailed Embodiment 

A preferred implementation for the optimization algorithm is described next. As noted, a 
given graph to be walked is composed of nodes. Each node has a set of attributes including node 
type, values, data types, or other distinguishing characteristic of a node. Examples include, but 
are not to be limited to, node-type, name, color, and location. Each attribute may be typed as a 
numeric value, string, compound data type, or other data which can be represented as a finite 
sequence of binary values (0 & 1). 

An attribute-pattern specifies a pattern that is to be compared with an attribute's value to 
determine if the pattern matches the value. Various comparison algorithms exist for this 
purpose. Well-known and established comparison algorithms include exact match, range of 
valid values(for ordered data types), list of valid values, phonetic match via soundex or other 
algorithm (for string or character sequence), and regular expression (or other wild-card scheme) 
match. This invention is not limited to any specific comparison algorithm, and the use of any 
such algorithm is within the scope of this invention. 

The simple node pattern specifies a set of attributes and corresponding attribute-patterns 
of a single node that must match the corresponding attributes and attribute values of the node. 
Specifically, each attribute specified by the simple node pattern must be defined by (or exist for) 
the node, and the corresponding attribute-patterns must match the corresponding attribute values. 
For example, the pattern could specify 'match "fred"' for the name attribute, and 'match blue' 
CHA920010016US1 
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for eye-color. 

A generational node pattern specifies a sequence of simple node patterns that must match 
a top-down sequence of nodes that occur within the graph. A generational node pattern is 
characterized by: 

1. a list of 1 or more simple node patterns: Pj t P2, ... Pf 

2. a root node pattern Pi . 

3. a focus node pattern P f . The focus node pattern will be the last node pattern; note 



The generational node pattern P It P 2 , ... P/with a focus node pattern Pf is defined to match a 
node N in the graph if and only if: 

1 . The simple node pattern Pf matches K 

2. /=/ OR the generational node pattern P h P 2 , . . . P/.j with focus node pattern P f .j 



For example, consider a generational node pattern with a root node pattern specifying 
'match "jim"' for the name, a child node pattern specifying 'match "married"' for marriage- 
status, and a grandchild node pattern specifying 'match "lisa"' for the name. The focus node 
pattern is the grandchild of the root, so the pattern would match a node that was named "lisa", 
whose parent was "married," and whose grandparent was named "jim." 

This embodiment provides for a definition of valid relationships between nodes by 
specifying valid node hierarchies and simple node patterns for nodes within the hierarchy. These 
relationships are expressed in a directed "graph, which is referred to as a node-relationship-graph ~ 
(NRG). Each node of the NRG represents a simple node pattern that describes what can be 
expected of a corresponding node in the data graph. Each directed line of the NRG defines a 



that 1 <=f. 



matches the parent of N. 
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parent/child relationship between two nodes: from a parent node to a child node. The root of the 
NRG describes the root of the data-graph. Note that while the data graph is non-cyclic, the NRG 
may be cyclic. 

When moving from a parent node to a child node in the data-graph, a corresponding 
5 move takes place in the NRG from a parent node to a set of child nodes. An NRG-node's 

children define a set of valid child node patterns, and the corresponding data-graph node's child 
is expected to match one or more of these node patterns. It is expected that the data graph 
adheres to the restrictions described by the NRG. The purpose of the NRG is to allow optimal 
D pruning of the data-graph, as opposed to validation of the integrity of the data-graph. 
M Accordingly, given the NRG for a graph T, and a given node N in the graph T, a set of 

a l simple node patterns that match N are known. 

" * Pre-analysis of the NRG establishes a set of valid sub-node patterns for each node N in 

Q the NRG. The valid sub-node pattern set is the set of all node patterns found below N, and this 

fit 

IP set is stored with N in the NRG. "Below" is defined as those nodes that can be reached by 
1*5 following directed-lines from parent node to child. 

The NRG for the data graph is loaded into a data structure at the startup of the graph 
walking program, and includes the sets of valid sub-node pattern for each node. 

For each node pattern (NP), a set of target sub-node patterns is defined. For a simple- 
node pattern P 9 the set of target sub-node patterns is {}. For a generational node pattern Pj t P 2 , 
20 ... Pf 9 the target sub-node patterns set is established for each simple pattern P Jt P 2 , ... Pf-h For P n , 
-the set is f Pn+j 9 ~ ^ Pf}" An analysis ofall generational node patterns bound to a node observer 
computes each such set, and each set is bound to the node pattern. 
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While recursively walking the graph, each node N in the data graph will correspond to a 
set of matching nodes in the NRG. This is referred to herein as the Corresponding-NRG-Node 
set, or the CNN N set for the node N. When descending from AT to a child C in the data-graph, 
CNNc is the set of children of nodes in CNN N that matches C. For every CNN set, the CNN's 
valid sub-node patterns set is computed as the union of the valid sub-node patterns sets for each 
member of the CNN. 

While walking the data-graph, the graph walker determines a set of node-observer/ 
pattern bindings (NOPB) for each active graph observer for each node in the graph. The NOPB 
for a graph observer at a node N is the set of node-observer/pattern bindings such that the node 
patterns could occur within a sub-graph of N. The NOPB for a graph observer at a node in the 
graph is determined as follows: 
(j, For the root-node: Given the set of node-observer/patterns bound to a graph observer, 

each node pattern is inspected. If the intersection of the node pattern's set of target sub-node 
p patterns with the CNN's set of valid sub-node patterns (Point 10) is empty, then the node pattern 
15 will not match any node below the root-node. If the intersection is not empty, then there is a 
potential match, and the node-observer/pattern pair is added to the NOPB. 

For a child-node: Each node pattern in the parent-node's NOPB is inspected. If the 
intersection of the node pattern's set of target sub-node patterns with the CNN's set of valid sub- 
node patterns is empty, then the node pattern will not match any node below the current node. If 
20 the intersection is not empty, then there is a potential match, and the node-observer/pattern pair 

is added to the child's NOPB. " 

As each node is visited during a graph-walk, after all matching node patterns are 
established, and 'encountered' events generated to corresponding node-observers as appropriate, 
CHA920010016US1 
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the NOPB is computed as described above for the current node TV in the graph for each active 
graph observer. If the NOPB for a given graph observer is empty for node N, then there are no 
node patterns that can match a node below N in the data graph. In this case, the graph observer 
is marked inactive. 



5 4. Graph Walking System 

Referring now to Figure 3, a graph walking system 52 is shown for operating on 
U hierarchical data 80. Graph walking system 52 generally comprises a graph identification system 

O 62, binding systems 54, 55, NRG generation system 57, and a graph processor 66. Graph 

U 

identification system 62 identifies graphs within the hierarchical data 80 that are to be processed. 
IS Each identified graph may be referred to as a root graph, or a subgraph of a root graph that is to 
y, be walked. It should be noted that multiple graphs may be identified for a single walking 
process. 

Binding system (A) 54 receives the sets (i.e., zero or more) of graph observers 56, node 

■T 

patterns 58, and node observers 60. As shown in Figure 1, each graph observer is bound to one 
1 5 or more pairings (i.e., bound sets of node patterns and node observers). Binding system 54 thus 
creates one or more "graph observer/(node pattern-node observer pairings)" groupings 53, such 
as groupings 13, 15 and 17 shown in Figure 1. Binding system A 54 also includes a for 
generating target sub-node patterns (TSNP's) for each node pattern 58. Specifically, an analysis 
of all generational node patterns bound to a node observer determines each such set, and each set 

20 is bound to- the node pattern: 

Each grouping 53 is then further bound to a graph (as identified by graph identification 
system 62) by binding system (B) 55. Note that a graph observer may be bound to more than 
CHA920010016US1 
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one graph, and multiple graph observers may be bound to a single graph. The output is a set of 
graph/graph observer combinations 64 that each include one or more node pattern-node observer 
pairings. The graph/graph observer combinations 64 form the analysis tools that will facilitate 
the processing of hierarchical data 80 using graph processor 66. 

NRG generation system 57 generates a node relationship graph (NRG), as described 
above, for the graph identified by graph identification system 62. The generated NRG 
establishes a set of valid sub-node patterns (VSNP's) for each node in the NRG. Each set is 
stored with the associated node in the NRG. Each VSNP set contains the set of node patterns 
found below the associated node. 

During processing, graph processor 66 walks each graph separately and includes graph 
walking logic 68 that determines how the nodes within the graph will be walked (e.g., a left-right 
recursive descent). Graph walking logic 68 includes a sub-node pruning system 70 that can 
dynamically cause graph walking logic 68 to skip the walking of groups of sub-nodes. 
Specifically, sub-node pruning 70 will cause a set of sub-nodes not to be walked when all of the 
graph observers have been made inactive for the set of sub-nodes. The process for deactivating 
sets of sub-nodes is described in further detail below. 

Graph processor 66 further includes a node pattern testing system 72 that determines if, 
for an encountered node, any of the node patterns could occur within a sub-graph of the node. 
This is achieved as follows: 

(1) For an encountered graph node, determine a set of matching nodes in the NRG. 
.._ — (2) Determine the set- of valid sub-node patterns associated with the matching NRG 
nodes. 
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(3) For the encountered graph node, compare the target sub-node patterns bound to a 
graph observer with the valid sub-node patterns to determine if a match exists. If a match does 
not exist, the sub-nodes can be pruned. 

The comparison process can be implemented as follows. For root nodes, each node 
5 pattern within the entire set of node pattern/node observers bound to a graph observer are 

inspected. If the intersection I of (a) the node pattern's set of target sub-node patterns with (b) 
the set of valid sub-node patterns from the associated matching NRG nodes is empty, then the 
u node pattern will not match any node below the root node. If the intersection I is not empty, 
O there is a potential match, and the node pattern/node observer pair is added to the NOPB list for 

is: 

1© that root node. This is repeated for each node pattern. 

! £ For child nodes, only the node patterns in the parent node's NOPB list are inspected. If 

the intersection I of (a) the node pattern's set of target sub-node patterns with (b) the set of valid 
m sub-node patterns from the associated matching NRG nodes is empty, then the node pattern will 
□ not match any node below the root node. If the intersection I is not empty, there is a potential 
15 match, and the node pattern/node observer pair is added to the NOPB list for that child node. 
This is repeated for each node pattern. 

As each node is visited during a graph-walk, after all matching node patterns are 
established, and 'encountered' events generated to corresponding node-observers as appropriate, 
the NOPB is computed as described above for the current node N in the graph for each active 
20 graph observer. If the NOPB for a given graph observer is empty for node N, then there are no 
"node patterns that can match a node below N in the data graph. In this case, the graph observer — 
is marked inactive by TO pruning 78. 
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When an encountered event is generated, node observer handling system 76 causes the 
registered node observer to handle the event. During the handling of the event, the node 
observer can notify graph observer pruning system 78 that processing of sub-nodes (if present) 
should proceed, or that the sub-nodes should be pruned. Specifically, graph observer pruning 

5 system 78 is provided to activate or deactivate graph observers associated with node observers 
that are handling such events. Thus, if a node observer determines that there is no interest in a 
set of sub-nodes, graph observer pruning system 78 will deactivate the graph observer associated 
with the node observer for the processing of the sub-nodes. If all of the graph observers are 

52 made inactive for a particular set of sub-nodes, then graph walking logic 68 will skip the walking 

•si 

Jg of the set of sub-nodes (i.e., sub-node pruning 70 will be executed). 

fy When the walk of a set of sub-nodes of a node has been completed, any graph observers 

- that were made inactive by the encountered event are reactivated, i.e., made active. Moreover, a 

O completed event is generated for each node observer that received an encountered event and 

iy 

:f: which indicated that the sub-nodes should be walked (i.e., its graph observer remained active). 

Q 

Ts In addition to the features described above, a completed event may notify the graph walking 
logic 68 that the sub-nodes must be walked again. 



5. Node Walking Methodology 

Referring now to Figure 4, a method flow chart 82 that describes the walking of a node is 
depicted. First, a node walk 84 is initiated until a node encounter 86 occurs. At that point, node 
20 pattern testing occurs in the manner described above to determine if there is a match 88. If there 
is no match, the node walk 84 continues. If there is a match, an encounter event is generated and 
the event is handled with one or more node observers 90. The node observers then determine if 
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sub-nodes of the encountered node should be pruned 92. If no pruning is required, then the sub- 
nodes are walked 94, the event is completed 96, and node walk continues 84. Note that the 
walking of the sub-nodes 94 is done recursively using the logic beginning at node walk 84. 

If pruning is required, the graph observer associated with the node observer that asked for 
pruning is deactivated 98. Next, it is determined if other graph observers are active 100. If no 
other graph observers are active the sub-nodes are not walked 102, the event is completed 96, 
and the node walking continues 84. If there are other graph observers that are active, then the 
sub-nodes are walked 104. Walking of sub-nodes 104 is likewise done in a recursive manner 
using the logic beginning at node walk 84. When the sub-node walking is complete, the graph 
observer is reactivated 106, the event is completed 96, and node walking continues 84. 

Figure 5 depicts an exemplary representation of a message definition schema. The 
schema defines how to define a message (as opposed to the schema defining a message). 
Notice that Figure 5 demonstrates inheritance hierarchies in the node types: some types are 
generalizations of others. Figure 5 defines the following nodeType attributes: 

• Message 

• Request (is-a Message) 

• Reply (is-a Message) 

• Element 

• Type 

• StructuredType (is-a Type) 

• SimpleType (is-a Type) 



Given these node types, the following are examples of simple node patterns: 



Simple Node Pattern 


Attribute 


Pattern 


Comment 


MessagePattern - 




nodeType 


—Message 


Includes both Request & Reply - 


NotMessagePattern 




nodeType 


!= Message 


Excludes both Request & Reply 


RequestPattern 




nodeType 


= Request 




ReplyPattern 




nodeType 


= Reply 




ElementPattern 




nodeType 


= Element 




TypePattern 




nodeType 


= Type 


Included both StructuredType 
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StructuredTypePattern I nodeType = StructuredType and SimpleType 
SimpleTypePattern | nodeType = SimpleType 



Figure 6 depicts an exemplary node relationship graph (NRG) that describes the message 
definition schema of Figure 5. Each node of the NRG is a simple node pattern describing the 
required attribute values for a matching node in a data graph. 



Given the NRG, the following are examples of generational node patterns: 



Generational Node Pattern 


Simple Node Pattern Valid Sub-Node Patterns, 
Sequence computed and bound to each Simple Pattern in 

the context of the Generational Node Pattern 


MessageTypePattern 


MessagePattern, {StructuredTypePattern} 


StructuredTypePattern { } 


TopLevelElementPattern 


MessagePattern, { StructuredTypePattern, ElementPattern} , 


StructuredTypePattern, {ElementPattern} 


ElementPattern { } 


TopLevelTypePattern 


A^a c c a rr*»P attorn /^trnrtiirpHTvnpPattprn PlpmpntPattPm 

TypePattem} , 


StructuredTypePattern, {ElementPattern, TypePattem} , 


ElementPattern, {TypePattem} , 


TypePattem { } 


TopLevelSimpleTypePattern 


MessagePattern, {StructuredTypePattern, ElementPattern, 

TypeSimplePattern }, 


StructuredTypePattern, {ElementPattern, TypeSimplePattern }, 


ElementPattern, {TypeSimplePattern} , 


TypeSimplePattern { } 


TopLevelStructuredTypePattern 


MessagePattern, {StructuredTypePattern, ElementPattern, 

TypeStructuredPattern }, 


StructuredTypePattern, {ElementPattern, TypeStructuredPattern }, 


ElementPattern, { TypeStructuredPattern }, 


TypeStructuredPattern { } 


LowLevelElementPattern 


NotMessagePattern, {StructuredTypePattern, ElementPattern } 


StructuredTypePattern, {ElementPattern} 


ElementPattern { } 


LowLevelTypePattern 


NotMessagePattern, {StructuredTypePattern, ElementPattern, 

TypePattem}, 


StructuredTypePattern, {ElementPattern, TypePattem}, 


ElementPattern, {TypePattem} , 


TypePattem { } 
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LowLevelSimpleTypePattern 


NotMessagePattern, 


{StructuredTypePattern, ElementPattern, 
SimpleTypePattern }, 




StructuredTypePattern, 


{ElementPattern, SimpleTypePattern }, 




ElementPattern, 


{ SimpleTypePattern }, 




SimpleTypePattern 


{} 


LowLevelStructuredTypePattern 


NotMessagePattern, 


{StructuredTypePattern, ElementPattern, 
StructuredTypePattern }, 




StructuredTypePattern, 


{ElementPattern, StructuredTypePattern }, 




ElementPattern, 


{ StructuredTypePattern }, 




StructuredTypePattern 


{} 



rut 



II! 



Figure 7 depicts an exemplary data directed non-cyclic graph that describes a balance 
transfer request message, following the schema and NRG of Figures 5 and 6. 

Figure 8 depicts the NGO after calculating the set of valid sub-node pattern. Note that 
the NGO could be stored on disk with pre-computed vsnp sets. 



[j It is understood that the components of the present invention can be realized in hardware, 

b 

fli software, or a combination of hardware and software. Any kind of computer system - or other 

m 

Q apparatus adapted for carrying out the methods described herein - is suited. A typical 

combination of hardware and software could be a general purpose computer system with a 
computer program that, when loaded and executed, carries out the methods described herein. 

10 Alternatively, a specific use computer, containing specialized hardware for carrying out one or 
more of the functional tasks of the invention could be utilized. Aspects of the present invention 
can also be embedded in a computer program product, which comprises all the features enabling 
the implementation of the methods described herein, and which - when loaded in a computer 
" system^ls able to" carry out these methods. Computer program, software program, program, 

15 module, mechanism or software, in the present context mean any expression, in any language, 
code or notation, of a set of instructions intended to cause a system having an information 
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processing capability to perform a particular function either directly or after either or both of the 
following: (a) conversion to another language, code or notation; and/or (b) reproduction in a 
different material form. 

The foregoing description of the preferred embodiments of this invention has been 
presented for purposes of illustration and description. It is not intended to be exhaustive or to 
limit the invention to the precise form disclosed, and obviously, many modifications and 
variations are possible. Such modifications and variations that may be apparent to a person 
skilled in the art are intended to be included within the scope of this invention as defined by the 
accompanying claims. 
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